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SUMMARY 

With the significant increase in phishing and identity theft, users are understandably 

concerned about the security and privacy of their personal data. Because of this firms 

may experience increased abandonment of online processes that require PII —  

Personally Identifiable Information. One such high risk process is the online applica-

tion form for financial services such as deposit accounts, credit cards and loans. The 

following research brief describes and illustrates five current approaches to PII  

messaging.  

 

 

Users are increasingly becoming more vigilant about the use of their personal informa-

tion. Requests for two specific pieces of PII are likely to concern users more than 

other pieces of information: 

1. E-mail address (Privacy concern: Receiving unsolicited e-mails) 

2. Social Security Number/Social Insurance Number (Security concern: SSN ending 

up in the wrong hands) 

 

Before entering such data, cautious users will want to know: 

• Why this data is being collected 

• What will be done with it 

• What will not be done with it 

 
Unfortunately, many firms do not currently provide this information within the applica-

tion form itself. They cite the following reasons: 

1) This information is included in an overall privacy and/or security policy  

2) Some of this information is included in an overarching Patriot Act statement 

3) Too much information will scare away users 
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Our examination of leading financial services sites uncovered five approaches to PII 

request messaging (listed in increasing order of assurance): 

1) No messaging 

2) Generic icon linking to value-free information 

3) Generic icon linking to valuable information 

4) Intuitively worded link to useful information 

5) On-page explanation 

 

Examples: 
1) No messaging: NOT RECOMMENDED 

With all the attention that identity theft is receiving, it is crucial to proactively com-

municate the firm’s usage of PII. Expecting users to provide their personal infor-

mation, without being informed as to its use, is not prudent (see Figures 1 and 2). 

Better to over-inform and provide alternate means of application than under-inform 

and risk process, site and/or firm abandonment. 

 

 
Figure 1 

Figure 2 
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2)  Generic icon linking to instructions/definitions: NOT RECOMMENDED 
Particularly frustrating are sites that squander well-placed communication function-

ality: Specifically, page-specific or context-sensitive messaging. If a user is com-

pelled to click on an “information” icon (e.g., Question mark), it is unlikely that he’s 

wondering what a Social Security Number is or what he is being asked to do: 

“Please enter your nine-digit Social Security Number” (See Figures 3 and 4). 

Rather, he wants to know why this piece of information is being requested, if it is 

truly needed, how the information will be used or if there is an alternate means of 

applying that doesn’t require online submission of this data. 

 

 
Figure 3 

Figure 4 
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3)  Generic icon linking to useful information: ACCEPTABLE PRACTICE 
Users may avoid clicking on generic icons, such as question marks and “i”s, be-

cause they do not know what lies beyond (See Figures 5 and 6). Users cannot be 

relied upon to predict the destination of links. Intuitively named links that predict 

user questions and summarize the destination information can increase the likeli-

hood that users will get the information they need instead of abandoning the appli-

cation. For example: 

• “Why do we need your Social Security Number?” 

• “How we will treat your e-mail address” 

 

 

 

 

Figure 5 

Figure 6 
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4)  Intuitively worded hyperlink leading to useful information: RECOMMENDED 
Users appreciate sites that respect their time. A simple technique to make a site 

more respectful of users’ time is to intuitively name links so that users can decide if 

the link is worth clicking on before ending up on an undesirable page (See Figures 

7-10). In the case of PII, contextual hyperlinks that clearly indicate the information 

they lead to let users know that you are predicting their questions and increase the 

likelihood that the wary user will click through if he has a doubt about providing PII. 

For example: “Why are we asking for your Social Security Number?” 

Figure 7 

Figure 8 

Figure 10 

Figure 9 
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5) On-page explanation: RECOMMENDED 
 If you have the space and can sum up your request in a few words without setting 

off the Compliance Alarm, then, by all means, inform users directly on the page. 

Ideally, this explanation should be located above, beside or below the field in 

question. If the explanation is located elsewhere on the page, it is likely to be over-

looked. 

 
 

Figure 11 

Figure 12 
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Conclusion 
Watchfire GomezPro encourages firms to test more explicit messaging via A/B testing 

and track user abandonment on a field-by-field basis.  Specifically, firms should test 

versions of applications that utilize either on-page text or context-sensitive pop-ups to 

communicate: 

• Why PII is being collected 

• What will be done with it 

• What will not be done with it 

 

Currently, the number of firms proactively messaging the how’s, why’s and what-will-

happen to PII are few and far between. However informative messaging is likely to 

become more prominent if firms begin to notice increased application abandonment or 

submission of bad data (fake e-mail addresses).  


